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This paper presents a Federated Large 

Language Model (LLM)-based Security 

Information and Event Management (SIEM) 

architecture for privacy-preserving distributed 

intrusion detection. The proposed framework 

combines federated learning with LLM 

reasoning capabilities, enabling multiple 

security nodes to collaboratively improve threat 

detection without sharing sensitive raw network 

traffic. Instead, nodes exchange abstracted 

attack patterns to maintain data sovereignty and 

confidentiality. All detected intrusions are 

classified using the MITRE ATT&CK 

framework, ensuring standardized threat 

intelligence and interoperability. Experimental 

results demonstrate 79% overall detection 

accuracy with a 16.1% improvement over five 

federated learning cycles. The system 

successfully detects 11 attack categories, 

including Port Scan, DDoS, Brute Force, SQL 

Injection, and Phishing, while generating 196 

validated detection rules through collaborative 

learning.

This study presents a federated learning-

based intrusion detection framework that enables 

multiple organizations to collaboratively detect 

cyberattacks while preserving data privacy. By 

leveraging Large Language Models for rule-based 

knowledge abstraction, the system shares high-

level, human-interpretable detection patterns instead 

of raw traffic data. Experimental results show 79% 

overall accuracy with a 16.1% improvement over 

five learning cycles, successfully identifying 11 

attack categories, including 100% detection for 

Port_Scan and 87.5% for Brute_Force. The 

framework collaboratively generated 196 validated 

rules across three distributed nodes without any 

leakage of sensitive information, with Node A 

achieving the highest accuracy of 81.8%. These 

results confirm the effectiveness of privacy-

preserving feature abstraction, confidence-based 

rule validation, and incremental LLM-driven 

learning. The approach demonstrates strong 

applicability in multi-organizational environments, 

offering interpretable outputs and low 

computational overhead suitable for edge 

deployment, while highlighting future needs in 

scalability, class imbalance handling, and 

automated feature abstraction.
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Results show that system accuracy 

improves from 68% to 79% (+16.1%), while a 

non-federated baseline degrades significantly, 

confirming the benefit of collaborative rule 

sharing. The knowledge base grows from 47 to 

196 validated rules, enhancing detection 

capability without compromising privacy. 

Node-level analysis shows heterogeneous 

performance (81.8% best accuracy), while 

attack-wise results indicate perfect detection for 

Port_Scan and Brute_Force. Overall, the 

system demonstrates scalable, privacy-

preserving, and efficient intrusion detection 

suitable for distributed environments.

This research aims to address the 

limitations of traditional centralized and 

federated intrusion detection systems in 

handling evolving cyber threats while 

preserving data privacy. Existing approaches 

struggle with detecting novel and zero-day 

attacks and primarily rely on model parameter 

sharing, which limits interpretability and 

knowledge transfer. To overcome these 

challenges, this study proposes a federated 

LLM-based SIEM framework that enables 

collaborative threat intelligence through 

abstract, human-interpretable detection rules 

instead of raw data or model weights. The 

system enhances privacy preservation, 

improves detection of emerging attack patterns, 

and introduces semantic knowledge sharing 

across distributed security nodes. Furthermore, 

it integrates standardized threat modeling using 

the MITRE ATT&CK framework to improve 

consistency, interoperability, and 

interpretability in modern distributed 

cybersecurity environments.

The proposed method introduces a 

federated architecture consisting of three 

distributed nodes and a centralized knowledge 

base, where each node independently analyzes 

local network traffic without sharing raw data. 

Network features are first transformed into 

abstract semantic categories to ensure privacy 

preservation. A Large Language Model (LLM) 

performs classification using structured prompts 

that include abstracted traffic data, base attack 

signatures, and previously learned detection rules. 

The system operates in iterative learning cycles 

comprising classification, evaluation, rule 

generation, and knowledge sharing phases. 

Misclassified samples are used to generate new 

interpretable detection rules, which are stored and 

ranked in a shared knowledge base based on 

confidence scores. Over successive cycles, these 

rules enhance prompt context and improve 

detection performance. Attack types are 

standardized using the MITRE ATT&CK 

framework, ensuring consistent threat 

categorization and evaluation.
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